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Metadata in Web Pages

<meta name="keywords" content="Eastern Alameda County Bar
Association, law, legal, members, membership, Pleasanton, CA, Livermore,

CA">

<meta name="description" content="Eastern Alameda County Bar
Association was established to advance the legal profession through
education, philanthropy, public service programs and promotion of a spirit
of friendship and common interest among its members.">

<meta name="copyright" content="Eastern Alameda County Bar

Association, 2002">

<title>EACBA</title>

<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">

<script language="JavaScript">
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Metadata in Email

Retum-Fath: <jerrypretiymandenail somA
Delverei- To: grplaw(@grprlaw com
Reczived: (fymail 1456 invozed fom network), 11 Nov 2000 17:09:01 -0000
Reczived: from ms07. futurequest net (mz07. foturequest.net [62.5.6.178]1
iy ptS. futurequest. ne: ([69.5.6.101];
wit FODP via TCP; 11 Nov 2009 17:09:01 -0000
Reczived: (guail 776 invoked from nework); 11 Nov 2009 17:00:02 -0000
Recsived: from haun fuureyuest net (han fulurequest net [67.5.15.3])
iy 07 futureuest et ([10.2.1.178])
wih SMTP via T2F; 11 New 2000 17:00:02 -0000
Recsived: (gmail 8022 invoked fram networks); 11 Nov 2009 17:09:00 -0000
[76.126.2:0.33]
Message-ID <[I[I[Iﬂ[|lcaﬁlfl$a77ReDRD$ﬁ4[IlaRcD@jem'nI] o>
Renly-To; Jery Prettyman’

From: "Jatry Prettyman’ <mmm@m>
To:*Geral R, Prettyman’ <grylsw@amirm.cun>
Surect: Tw. Operation Papehack

Date: Wed, 11 Nov 2009 0908:52 -0300

Sending address & Destination address

Interim Servers & IP addresses

IP address, name & domain of email
server

IP address of sending computer
(Comcast)

Name of sending computer (my
desktop)
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¢ Electronic Document
— Information stored in an
electronic medium. (Cal.
Civ. Code § 2016.020(e)).
¢ Metadata
— Information about data or
other information.
— Why? Assist computers in
reading files (1995 & later)

¢ Native Format

— Relates to the computer
program for creating,
editing or viewing the file.

— Office documents (doc, xls,
wps), email (eml), web
pages (htm), audio (mp3,
wav), video (qt, swf, flv,
wmv), financial (.qif),
images (jpg, gif), etc.

¢ Nonnative

— Relates to files converted to

another format

— Adobe (pdf) & tiff images
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Metadata in Office Documents

eDiscovery2010.doc Properties (23]

Genere | sumry. Sttt | Cotonts | ustom |

Created;  Tuesday, Jonuary 26, 2010 7:53.00PM
Modfied;  Friday, January 29, 2010 4:36:47 PH
Accessed:  Friday, Januery 23, 2010 4:36:47 PH
prined

Last saved by: Ouner
Revisonrumber: 111
Totalediingtime: 211 Minutes
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Metadata in Adobe (pdf)

%PDF-1.4
%Cill¢
50 0bj

<</Length 6 0 R/Filter /FlateDecode>>
<</Producer(GPL Ghostscript 8.15)
[CreationDate(D:20100216134547)
/ModDate(D:20100216134547)

[Title(Microsoft Word - eDiscovery2010-0201.doc)
[Creator(PScript5.dll Version 5.2.2)

/Author(Owner)>>
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Metadata in Images

e Pl el Type of Camera
0000000000 oDNEO BN 00 DR RIE 040 Software & Version
00,000 1000 A0 000Z0n 00000000000 000000°00K00 00

Q000D 000 00O 0000y n0ngy O-hooomannopaningy Date & Time (3 times)
000000£0000¢000000 0e0 0080 00a00e0C0 Cn 0 O0CHOE

(100 DD CXCL200H 0 714 8 28200006 7 4 £ 24000 00000000060
100040(00000000800000%0,00,000000R%0 00 den IO
1000000000000000000000&0000.0000¢000-0000FTE0AE,
UDWDDjDTDDrD‘DDDDI]zD”DD'DﬂéﬂDDpUDDDDZMDCOLORDNORM Camera Settings
ALOATTO0AITODARCONORMALDE IAUTODALTOOCRR]
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Cell phone/PDA Email & Text

* Recovery of deleted messages is technology
specific
— GSM: AT&T, Sprint, etc. SIM (flash) card stores text

separately from the phone OS. Messages are
recoverable from the card.

— CDMA (Verizon): deleted messages are not
recoverable from the device (no SIM card)

* Carriers
— Store all transmitted text
— Require subpoena for release to anyone

© 2010 Gerald R. Prettyman 9

Sources

* Markup of California ESI Bill

— courtinfo.ca.gov/jc/documents/reports/042508item4. pdf
¢ Information Stripping/ Redacting/ Locking

— pdf.technolawyer.com/BlawgWorld-PSGuide-0708.pdf

— pdfforlawyers.com/2010/02/the-disadvantages-of-
locked-pdfs.html

— labnol.org/software/adobe-pdf-guide-tutorial/6296/
* Metadata
— bowtielaw.wordpress.com/category/metadata/
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Removing / Redacting
Information

* Routine
— Corel WordPerfect X3: “Save without Metadata”
— Scan to pdf or image (disallowed in production)
— Shred (erase) instead of delete, eraser.heidi.i.e.
— Metadata stripping, workshare.com
* Delete files based on reasonable expectation of
litigation (event / time).
¢ Production (motion for permission)
— Redacting software, bluebeam.com
— Print to pdf or image (tiff), zan1011.com
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Computer Maintenance
¢ Scheduled Tasks

— Defragment (Accessories — System Tools)

— Erase (shred) free space (built-in to some programs)
hard drives, USB, & flash cards

— Delete browser history, passwords & cookies (built-in
to anti-spyware programs)

e Set-up
— Do not save passwords in the browser (Use keepass,
password safe or password protect documents)

— Password protect files (Word:Tools — Options — Save)
— Password protect folders (Truecyrpt or Rohos)
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